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MpeomeT: MpexHa 6e36egHoCT

JTabopaTopucka Bexxb6a 6poj 3 - 3ajakHyBar-€ Ha BaluuTe ypeau

3ajakHyBame Ha 6e36eaHocTa Ha nanton kKomnjytep (Windows 10)

AnnuvkaumnTe ce efieH of rMaBHUTE U3BOPWU HA PAHIMBOCTU Ha KOMMjyTEPCKUTE CUCTEMM,
ocobeHo oHue Kou He ce axypupanu. Co uen aa ja HamanvMme noBpLuMHaTa Bp3 Koja ce
BOONLUTO BO3MOXHWN Hanaawu, ce npenopadvysa Aa ce ocrioboanme of copTBEPOT KOj HE ro
Kopuctume.

Bo Windows 10, gemHcTanaumja Ha annvkauumn ce npaeu npeky Apps & features.

Apps & features

0o @ Filters v B ~00De bySIems Incorporated 2/20f U5

Adobe Creative Cloud 245 MB
Adobe Systems Incorporated 2/28,/2018

Best match

E_: Apps & features

8—  system settings @ Alarms & Clock 16.0 KB
Microsoft Corporation 3/1/2018

Search suggestions
i’ App Installer 16.0 KB
Bl Microsoft Co rporation 11/14,/2017

Bonjour 6.44 MB
Apple Inc. 6/7/2017

E Calculator
Microsoft Corporation

A apps and features - see web results

Camera 40.0 KB
Microsoft Corporation 27147208

Cisco eReader 53.4 MB

. Cisco Systems 2/28/2018

Cisco Packet Tracer 7.0 64Bit 219 MB
Cisco Systems, Inc T/5/2007
g odeBlocks
Code:Blocks Team 2/28/2018
Composer - Php Dependency Manager 143 MB
getcomposer.org 9/6/2017
Mpuctan go Apps & features npeky meHuTO Jlucta Ha MHCTanuMpaHun annukaumm

Opa nuctata Ha MHCTaNnpaHuTe anfnkaumm rm op,6mpame OHWEe KON He T KOPUCTUME U T
OJEVHCTalmpame.



Alarms & Clog
Microsoft Cor)

App Installer

[©]

Eonjour
Apple Inc.
1.0.106

Modify

Microsoft Cor| Gathering required information...

OewHcTtanauuja Ha annukauuja

| Please wait while Windows configures Bonjour

Cancel

6/7/2017

Uninstall

CneagHo HewTo LWTO MOXe Aa ro HanpaBme € fa rm NcKrnydymme cepBmcmute Kom He H1 ce

noTpebHu.

| i) Filters ~

Best match

Services

& Desktop app
Apps

Component Services

Search suggestions

2 services -
Settings (1)

Documents (15+)

Mpuctan oo Services Npeky MEHUTO

5 Services

File Action View Help
e Eaz Bml v >mnw

7 Services (Local)

Services (Local)

Select an item to view its description,

Name

G ActiveX Installer (AxdnstSV)

£} Adobe Acrobat Update Serv...
‘& Adobe Genuine Software In...

&} AdobeUpdateService

&} Allloyn Router Service

& Andrea RT Filters Service

& Apache2 4

& App Readiness

& Application Identity

Zk Application Infermation

Cl Application Layer Gateway ...

Zk AppX Deployment Service (...

Gk Auto Time Zone Updater

‘£ Background Intelligent Tran...

15 Background Tasks Infrastru...

' Base Filtering Engine

G BitLocker Drive Encryption ...

&) Block Level Backup Engine ...
) Bluetooth Handsfree Service
) Bluetooth Support Service

)

) CNG Key Isolation

) COM+ Event System

é
e
é
&
é
&
&} Certificate Propagation
é
&
&
&
g
&

£ COM+ System Application
&k Computer Browser

&} Connected Devices Platfor...
&} Connected Devices Platfor...

; Capability Access Manager ...

Client License Service (Clip5...

Description

Provides Us...
Adobe Acro...
Adobe Gen...

Routes Alllo..,
Andrea Serv...

Apache/2.4,

Gets apps re..
Determines ...
Facilitatest...
Pravides su...
Pravides inf...
Autematica...
Transfers fil...
Windows in...
The Base Fil...
BDESVC hos...
The WBENG...
Enables wir...
The Bluetco...
Provides fac...
Copies user ...
Provides inf...
The CNG ke..
Supports Sy...
Manages th...
Maintains a...
This service ...
This user se...

Status

Running
Running
Running

Running
Running

Running

Running
Running

Running
Running

Running
Running
Running

Startup Type
Manuzl
Automatic
Automatic
Automatic

Manual (Trig...

Automatic
Automatic
Manual

Manual (Trig...
Manual (Trig...

Manual
Manual
Disabled
Manual
Automatic
Automatic

Manual (Trig...

Manuzl

Manual {Trig...
Manual {Trig...

Manual
Manual

Manual (Trig...
Manual (Trig...

Autornatic
Manual

Manual (Trig...
Automatic (D...

Automatic

Log On As

Local Syste...
Local Syste...
Local Syste..,
Local Syste..,
Local Service
Local Syste..,
Local Syste..,
Local Syste..,
Local Service
Local Syste...
Local Service
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Syste...
Local Syste...
Local Service
Local Service
Local Syste..,
Local Syste..,
Local Syste..,
Local Syste..,
Local Service
Local Syste..,
Local Syste...
Local Service
Local Syste...

Jlncra Ha cepBucu



Bo konoHata Description e fageH onuc 3a cekoj o4 cepBucuUTe, OAHOCHO NULLYBa 3a LUTO
CNYXW N WTO ke Bnae oOHEBO3MOXEHO QOKOIKY ro UcKnyvnme. buaejku jac Hemam npuHTEp,
cepsucoTt Print Spooler He My e noTpedeH. Nopaan Toa moxam Aa ro cTonupam u
oHecnocobam 0BOj cepBuC.

g T L el at et SEETTES SETE S T

iz service spools print jobs a

£k Printer Extensions Start service opens custom print
Q’ PrintWorkflow_44 Stop t Warkflow
{;E';Prn:nl::llem Reports Pause service provides support fo
{,E!';F'rl:ugram Compat Resume service provides support fo
EL Quality Windows Restart lity Windows Audio Video E
: esta
£ Radio Manageme o Management and Airplan
‘£ Realtek Audio Ser All Tasks ¥ cooperation with Realtek au
{;:'; Realtek Bluetooth
. Refrezh )
£k Remote Access A ates a connection to a remod
&l Remote Access Ci Properties 1ages dial-up and virtual pri
& Remote Desktop ¢ o \ote Desktop Configuration
‘5(:' Remote Desktop ! =P we users to connect interact

Co peceH knuk — Properties npuctanysame 40 Npo30peLoT 3a NogecyBake Ha
COOBETHUOT CEPBUC

LU dl e
a| Print Spooler Properties (Local Computer) * Local Se
1 Local Se

General  logOn  Recovery Dependencies Local S
Service name: Spooler g LocalS
. _ Local 5
d Display name: Print Spoaler Local Se
r Description: This service spoals print jobs and handles interaction & J... Local Sy
with the printer. I you tum off this service, you won't ~ Local 5
Local 5
Path to executable: oeatsy
CAWINDOW S System 32 spoolsy exe Local 5
Local 5y
Startup type: Automatic i Local 5

Automatic (Delayed Start)
= \ Local &
Automatic b
Manual Local Se

Dizabled

Service status: _.sa g Local 3¢

Local Sy
a Start Stop Pause Resume Local Sy
A You can specify the start parameters that apply when you start the service Local 5y

fl from here. Local 5y
i Local 5y

Metworl
54 Local 5
0 : Metworl

Frahles rernote tsers to modifo reon.. Mhzahlerd | neal Se

OHecnocobyBate Ha aBTOMATCKO BKIydyBah-€ CEPBUCOT



CnepgHo HewTo WTO Tpeba ga ro HanpaeBMMe e a ce ocurypame geka nmame aktmeeH firewall
N UCTUOT € cooaBeTHO nogeceH. Bo Windows 10 uma BrpaaeH firewall — Windows Defender
Firewall

| e Filters ~~

Best match

4% Windows Defender Firewall
Control panel

Settings
@ Check firewall status

@ Allow an app through Windows Firewall

¥ Windows Defender settings Help protect your PC with Windows Defender Firewall
s ) . Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
#% Firewall & netwaork protection through the Internet or a network. PP gening Y
52 Windows Defender Security Center I 0 Private networks Connected
Apps Networks at home or work where you know and trust the people and devices on the network
¥y pecp

& Windows Defender Firewall with Advanced Windows Defender Firewall state: On

Security Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Search suggestions Active private networks: i _

/O firewall - See wab results > Notification state: Notify me when Windows Defender Firewall blocks a
new app
I 0 Guest or public networks Not connected
L firewall
Mpuctan go Windows Defender Firewall npeky MeHUTO Cocrtojbara Ha Windows Firewall: aktuBeH

Moxe foa usBpinmMe AeTtaneH nperneq Ha cute npasuna, ga gogageme Hoeu (oa 6noknpamve
UK NponyLTMMe Hekoja annukaumja Hu3 firewall-oT), a n3bpuieme NOCToeY kM npasuna,
UTH.



P Windows Defender Firewal v
£ Inbound Rules %
Outbound Rules ame Group Profile Enabled Action Override Program
¥4 Connection Security Rules @ Firefox (C:\Program Files\Moxzilla Firefosx) Private  Yes Allow No C\Program Files\Mozilla Firefox\firefox.c
|..ﬂ Monitoring Jlaunch Private  Yes Block No Cihpregram files\openshot video editor,

Jlaunch Private  Yes Block No C\program files\openshot video editor

19 Lightworks Application Private  Yes Allow No C\Program Files\Lightworks\ntcardvt.ex

@ Lightworks Application Private  Yes Allow Mo C\Program Files\Lightworks\ntcardvt.ex

9 mysqld Private.. Yes Allow No Chxamppimysglibintmysqld.exe

@ mysqld Private.. Yes Allow No Claampphmysglibinimysgld.exe

@ naogi-bin Private.. Yes Allow Mo C\program files (x86)\aldebaran robotic

9 naogi-bin Private.. Yes Allow No C\program files (x36)\aldebaran robotic

@ Nodejs: Server-side JavaSeript Private.. Yes Allow Ne Ci\program files\nedejsinode.exe

@ Nodejs: Server-side JavaScript Private.. Yes Allow No C\program files\nodejsi\node.exe

0 packettracer7 Private.. Yes Allow Ne Ci\program files\cisco packet tracer 7.00

@ packettracer? Private.. Yes Allow Mo C\program files\cisco packet tracer 7.00

@ Port 3306 All Yes Allow No Any

@ python Private.. Yes Allow No Cihpython2 T\ python.exe

@ python Private.. Yes Allow Mo C\python2T\python.exe

@ Windows Live Communications Platform All Yes Allow No C:\Program Files (x26)\Windows Live\Co

@ Windows Live Communications Platform... All Yes Allow No Any

@ Windows Live Communications Platform... All Yes Allow No Any

9 pTorrent (TCP-In) Al Yes Allow Ne Ch\Users\w\AppData\Roaming\uTorrent)

@ pTorrent (UDP-In) All Yes Allow Ne Ch\Users\vh AppData\Roaming'uTorrent!

0 @{Microsoft. Windows.CloudExperience...  @{Microsoft Windows.Clou.. Domai.. Yes Allow No Any

& Alloyn Router (TCP-In) AllJoyn Router Domai..  Yes Allow No FeSystemRoot ¥\ system3disvchost. exe

& Alloyn Router (TCP-In) Allloyn Router Domai..  Yes Allow No FaSystemRoot ¥\system32\svchost.exe

9 Allloyn Router (UDP-In) AllJoyn Router Domai.. Ves Allow No FeSystemRoot\system32\svchost.exe

& Allloyn Router (UDP-In) Allloyn Reuter Domai..  Yes Allow No FaSystemRoot¥\system32\svchost.exe

@ App Installer App Installer Domai.. Yes Allow No Any

0 Cast to Device functionality (qWave-TCP... Cast to Device functionality Private.. Ves Allow No FeSystemRoot¥\system32\svchost.exe

0 Cast to Device functionality (qWave-UDP... Castto Device functionality Private.. Yes Allow No FoSystemRoot¥e\system32\svchost.exe

L Wl T L PR 1, o HESe 1 1, P PRl T T, P P R Murklim W Allmans Kln O Casrbminn D b B s DT sk b nem
< > € >

Jlncta Ha cuTe inbound npaBuna (BO BHaTpeLUHa Hacoka)

@ Lightworks Application Private  Yes 4
9 mysqld Private... Yes 4
& mysqld Private... Yes 4
e e —— i e
@ naogi Disable Rule Private... Yes i
@ Node, Cut Private... es 4
@ Mode, Private... es 4
Copy .
@ packe Private... Yes i
0 packe Delete Private... Yes i
G rort3 Properties All Yes y
@ pytho Private... ‘s i
@ pytho L] Private... Yes 4
& Windows Live Communications Platform All Yes i
& Windows Live Communications Platform... All Yes i
@ Windows Live Communications Platform... All Yes 4
9 pTorrent (TCP-In) All Yes i

Bpuwetbe Ha npaBurio o nuctata

Opf kny4YHo 3Hayere e cohTBEPOT Ha KOMMjyTEPOT CEKorall Aa e axypupaH, ocobeHo
onepaTtuBHUOT cucTeM. Nopaan Toa Tpeba fga ce ocurypame geka Windows Update e
akTmBeH u geka Windows ja nma HajHOBaTa Bep3auja.



Windows Update

Update status

Your device is up to date. Last checked: Today, 3:26 AM

Check for updates

View installed update history

Mpoeepka Ha cTaTycoT Ha Windows Update

[MoxenHo e fa ce nogecy asToMartcka NpoBepKa 3a HOBWU BEP3UN N aXkypupare Ha
ornepaTMBHUOT CUCTEM CO LieN Cekorall fa ja MMame HajHoBaTa Bep3auja Koja rM Cogpxu cute
MEpPKM NPOTUB HajHOBUTE 6e30e4HOCHUN 3aKaHMW.

NcTo Taka, MHOry € BaXXHO [ia MHCTanMpame aHTMBUpPYCEH copTBep U UCTUOT a uma
axypupanu gedouHnumn. bugejkm Ha oBoj komnjytep nma Windows 10 co koj goara srpageH
Windows Defender, oanyyvs ga He nHctanupam apyr.

Your device is being protected.

Last threat scan: 3/2/20138
Last threat definition update: 3/7/2018
Last health scan: 3/7/2018

(4 > 3 G oy

Virus & threat Device performance & Firewall & network App & browser cantrol Family options
protection health protection Mo action needed Manage how yaur family
Na action needed Ma action neaded Ma action needed uses their devices.

OeduHuummTte Ha Windows Defender ce axypupaHu. [locrnegHoTo ckeHuparse e npes 5 AeHoBU.

MoxenHo e Windows Defender ga e nogeceH aBToMaTtcku a rm axypupa gepumHmummre m
NepuoanyHo Aa U3BpLUYBa CKEHMPaHE Ha KOMIMjyTEpPOT.



Last scan

Windows Defender Antivirus automatically scans your device for viruses
and other threats to help keep it safe.

Last scan: 3/2/2018 (quick scan)
Mo threats found.
25524 files scanned.

KpaTok nperrneq Ha nocrneaHoTo CKeHVpare

3ajakHyBare Ha 6e306eaHOCTa Ha 6e3XM4YHa TOYKa Ha NoBp3yBake (wireless access
point)

MopoepHuTe pyTepu HajuyecTo umaat web nHtepdejc 3a agMuHUCTpupare. [1o UCTUOT MoXxe
Aa ce npuctanu co nokanHata IP agpeca Ha pyTepoT. [JOKOfKy He ja 3HaeMe, MoXe a ce
obungeme co npernea Ha n3nesoTt o4 komaHaata ipconfig, Bo Koja Moxe Aa ce BUau Koj e
Default Gateway Ha HawmMOT KOMMjyTep, a TOa € Haj4eCcTo agpecaTa Ha pyTEpPOT.

= 0O i3} Filters v
Best match
@

o Command Prompt
[ Desktop app

E s " .
= Windows IP Configuration
EX Nodejs command prompt
Settings Ethernet adapter Ethernet:

= Replace Command Prompt with Windows
PowerShell when using Windows + X menu

Search suggestions

£ command prompt - See web results

Media
Connet

Tunnel adapter Local Area Connection® 2:

2 command promp'd Media a
Connection-specific DNS Suffix

C:\Use

Mpuctan go Command Prompt npeky MeHnTo ManesoT og komaHgata ipconfig



[ Tenda 11N Wireless Rou X

< C | ® Not secure | 192.168.0.1/login.asp

Bo mojoT cnyyaj agpecarta Ha pytepot e 192.168.0.1, na npeky Beb npenvcTyBay npuctanve 4o HEFOBUOT
UHTepdejc 3a KoHduUrypaumja.

Bo 3aBUCHOCT o, MOAENOT Ha pPyTEPOT, onNuMuTe ke BuaaTt pasnuyHn HO reHeparHo ja cnegart
nctata wema. SSID e umeTo Ha 6e3xmyHaTa Mmpexa. Cekorawl e noTpebHo Aa ce NpoMeHU
default BpegHocTa Guaejkm HajuyecTo Toa € MoAEeNoT Ha PYTEPOT, LUTO 3a HanarayMTe Moxe aa
BGuge ronema nNpegHOCT ako ro 3HaaTt (0cCobeHO ako W No3nHKaTa 3a npucTan € ocTaBeHa Ha
default BpegHocTta). CneaHo, notpebHo e fa ce noctaBu 6e36egHOCEH PEXMM, OOHOCHO
coopBeTeH 6e36eaHOCEH NPOTOKOM KOj ke Hyan cunHa eHkpunumja. deHec, WPA2 e nsagpxaH
cTaHgap 4O KOj ce npenopadyBa fa ce npuapxysame un HajoesbenHata onuumja. buaejkmn Ha
MojoT pyTep 6ewwe noctaBeHo WPA, ro npomenns Bo WPA2. icTo Taka ce npenopadyBa ga
ce kopucTu 6e3benHa No3nHKa, Koja coapXxm noBeke of 8 kapakTepu, Mery Kou: ronemm u
manu BykBu, cneyunjanHu 3Haum n 6poesu.

Security Mode WPFA - PSK(Recommended) v
WPA Algorithms 8 AES(Recommended) TKIP TKIF&AES
Security Key rusasees

Default: 12345678

To configure a wireless security key, disable the WPS below

WPFS Settings # Disable Enable

QK Cancel



Security Mode WPA - PSK(Recommended) v
Dizable
WPA Algorithms Open TEIP&AES
Shared
- L WEFA - PSK(Eecommended)
Security Key WPAZ - PSK.

| Mixed WPA/WPAZ - PSK

To configure a wireless security key, disable the WPS below

WPS Settings # Disable Enable

Ok Cancel

MopecyBane Ha 6e3begHOCEH NPOTOKON

3a notpebute Ha oBaa Bexba, ja Tectnpas MAC Filter onumjata Ha MojoT pyTep.

Co komaHpara ipconfig /all ja gosHaB MAC agpecata Ha MOjOT nanTon, a NoToa Ha pyTepoT
nogecus Aa ce OHeBO3MOXM npuctan Ha cute apyrn MAC agpecun ocseH Ha Taa.

ireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

DHCP Enable
vutoconT




MAC Address Filter Permit v

MAC Address Operate

Add

QK Cancel

Cute octaHatn MAC agpecu ke 6ugat 6rnokmpanm

Ce 06MaoB Oa ce KOHEKTMPAM Ha MpexaTa o MOjoT cMapTdOH, 1 MojoT obua belue
HeycneweH nopaan MAC cdunTpupareTo koe ro NocTaBuB Ha pyTepoT. EanHcTBeHo Gelue
MOXHO Aa ce npuctanu og nantonot Ynja MAC agpeca e go3BorneHa.

M TecTupaB 1 criegHUTe ONuMmM Ha PyTepPOT:

Filter Mode Forbid Only r
Access Policy (1) v
Policy Name({Cptional) block_fb

Start P 192.168.0. 104
End IP  192.168.0. 104
URL Character String facebook.com
Time 0 v 0 v~ 0 v 0 v
Day(s) Sun v ~| Sat v

Enable # Clear this item: Clear

OK Cancel

Brnoknpane npucrtan go facebook.com Ha
IP agpecaTta coogBeTHa Ha MOjOT CMapTdOH
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